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Abstract- The commodity of the medium in wireless networkskesit easy for an adversary to launch a
Wireless Denial of Service (WDoS) attack. All curreesearch work demonstrates that such attackeasity

be accomplished. For example a jammer can contintrahsmit a radio signal in order to block angegs to

the medium by legitimate wireless nodes. Jammirgriigues can vary, from simple ones based on the
continual transmission of interference signalantwre sophisticated that rely on exploiting the pcot used for
communication among wireless devices. In this suwe present a detailed reference to all jammingcis
been recorded in literature since now. In additise,illustrate various techniques that were intatlin order

to detect the presence of an adversary node asisvéiie mechanisms proposed for protecting theanktirom
such attack.

Index Terms- DoS; DDoS; DDRS.

allowed policy of a given network. Intrusion detent

is not a new research field, with one of the eatlie
1. INTRODUCTION published IDS papers in 1980 by Anderson in 1987,
Security is one of the critical attributes of anyDenning provided a structure for researchers warkin
communication network. Various attacks have beedn IDS;IDS can be classified based on the serving
reported over the last many years. Most of thengomponent (the audit source location) as eithet-hos
however, target wired networks. Wireless networkbased, network-based or a combination of both. In a
have only recently been gaining widespreatiost-based IDS the audit information, such as
deployment. At the present time, with the advariges application and operating system log files, are
technology, wireless networks are becoming morgonitored while the network traffic is monitoredan
affordable and easier to build. Many metropolitametwork-based IDS. The host-based is usually locate
areas deploy public WMANS for people to use freelyin a single host while the network-based system is
Moreover, the prevalence of WLANs as the basigsually located on machine separate from the hosts
edge access solution to the Internet is rapidithat it protects. Hybrid intrusion detection system
becoming the reality. However, wireless networks arcombine both the network and host-based systems.
accompanied with an important security flaw they arThe rest of this paper is organized as follgyvs.

much easier to attack than any wired netwgrk.

The shared and easy to access medium is undoubtetll§. DS Overview

the biggest advantage of wireless networks, while Network-based 1DS (NIDS) usually detects attacks

tthkzereeftrrT;?n:esl |t§,aSAc?c|)I:e;n gzsgr;grp?gllc;\ ul::::’h such as worms, scans, DoS attacks, and other ofpes
y y y attacks. In the following, a general overview oé th

attack. The goal of traditionall DoS attacks is Qbss will be presented. Then, more precisely DoS
overflow user and kermel domain buffers. |_loweverdetection techniques will be reviewed. Network IDSs

such_brute-force jamming technlques! .Wh'Ch malr”yare generally categorized based on the detection
exploit PHY and MAC layer vulnerabilities, can be L
method as one of two types: signature-based or

detected easily. Jammers have responded %%omaly-based detection.  Signature-based, also

_emplqymg more intelligent ways to accomp“Shknown as rule- or misuse-based, detects an attack b
jamming task in order to evade detectign. compari -k .
paring well-known attack signatures, or patterns

with the monitored traffic. A match generates an
1.1.DoS alarm for a potential attack. This type has fast
As DoS attacks become one of the most threateninigtection time, detects most known attacks, and,
security issues, the need to detect this typetatlis generally has a low false positive rate, it does no
increasing. DoS is not just a “game” played for byn signal an alarm for legitimate traffic. On the athe
some attackers, it has become an effective weagon fiand, an anomaly-based IDS, also known as behavior-
cyber war or for so called “hacktivist” groups. Inbased, operates by comparing the network traffic
general, detection is required before the spread of behavior against previous “normal” traffic behavior
DoS attack. DoS detection is often part of a widefny deviation in the comparison is considered tabe
intrusion detection system (IDS). An IDS is bessign of an attack. The system acquires a normiictra
defined as software or hardware used to deteptofile, usually through training, and monitors the
unauthorized traffic or activities that are agaitiet traffic for any differences with the normal profiléhe

normal traffic behavior is classified into two type
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standard and trainedThe standard is based on against that in the training phase. If the conymari
standard protocols and rules such as TCP handghakexceeds a threshold value a detection alarm is
connection set up and how the attacker could parfortriggeredy,

a half connection attack. The trained traffic iedio

determine a threshold value for future detecfipn. 1.3. Objective

There are many network anomaly-based systems and .
interested readers can refer to. Anomaly deteation *  Detecting jammers

detect unknown attacks; however, it generally * Reduce the effect of DOS attack

produces higher false positive rates than signature * Improve wireless communication

signature and anomaly-based techniques. In generg@n be launched by a jammer. We develop such as
anomaly-based intrusion detection systems opemateG@ne system, to show the effect of the dos attack. |
three phases: parameterization, training, an@ur Proposed system, the normal client and server
detection. In parameterization, the parameterchef t Process is initially depicted, then the attack is
system are defined. The model of the normal behavifunched manually to show how the dos attack affect
of the traffic will be built in the training phaskn the the normal client/server process.

detection phase, the traffic behavior is compared

g Benign Conditions

How are you Bob? 3|
Fine Alice, what about you?

Under Jamming Attack

J—

Fig.1 Jamming Entity Representation

some way to the constant jammer is the deceptive
First, we start by formally defining jammers. Wedlwi jammer. Its similarity lays in the fact that dedept
adopt the definition given by Xu : “We define ajammer also sends out constantly bits, however this
jammer to be an entity who is purposefully tryirg t time the bits are not randagy.
interfere with the physical transmission and réioep
of wireless communications”. A pictorial 2.2, Deceptive jammer
representation of the jammer is given in Figure

1.Before describing the various jamming modelis it Continually injects regular packets to the channel
important to refer to some criteria and metricg tra  Without any gap between the transmissions. This has
used to characterize the attack mqglel. as a result a legitimate user to believe that tieen

legitimate transmission going on and as a resist th
node will remain at the receive state even if & Hata
2. JAMMERS to send out. One problem that the previously
described jammers can face is this of energy filur
They emit signals to the wireless medium all tineeti
so their life time is restricteg,.
All the time emits radio signals at the wireless
medium. The signals that he/she emits are totaly3. Random jammer
random. They don’t follow any underlying MAC
protocol and are just random bits. The goal of thi
type of jammer is either for a legitimate user ¢ose
all the time the channel busy and as a resultéhder
will never get access to the channel to send dato
pose interference to a node that has send outadalta
as a result to corrupt the packets sent out. Sinmila

2.1. Constant jammer

gams for tj seconds and sleeps for ts secondsheAt t
Jamming period the jammer can follow any of the
models that we have described since now or any of
the models that we will describe in following seas.

By changing tj and ts we can achieve different leve
of effectiveness and power saving. Jamming models
are mentioned and can be found with more details at
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target mostly at the transmission of a packet. Tthey

to avoid the transmission of a packet from the send .. _ ™ _ Packet Sent 0
8] " n  Packets Intended To Be Sent
2.4. Reactive jammer PSR is an easily computed measure which intuitively

) captures the effectiveness of the jammer towards a
On the other hand a jammer can target the receptiginsmitter employing carrier sensing as its medium
of the packet. So a reactive jammer is sensing thgcess policy. The jamming signals can render the
channel all the time and when he/she senses atpackedium busy due to carrier sensing and as a rémult
to be sent, transmits a radio signal in order tasea transmission queues dk will get filled up quickly.

collision and as a result corruption of the datt the Packets arriving at a full queue will be dropped.
packet transferg; Moreover, depending on the semantics of the MAC

protocol employed, transmissions for packets at the
head of the queue can eventually expire and the
packets themselves get discarded. The PSR metric ca
quantify such jamming effects.

3. Implement Methodology.

3.1. Jamming Efficiency Criteria

3.2.2 Packet Delivery Ratio (PDR)

Let's suppose that Rx receives m packets sentaout f
Tx. However, from these m packets only q were
successfully delivered to the higher layersRxt A
successful reception means that the packet sucdgssf

Following list of widely used jamming efficiency
criteria:

» Energy efficiency

» Probability of detection

* Levelof DoS _ ~ passed the CRC (Cyclic Redundancy Codes) check. In
* Strength against physical layer techniquegntrast to PSR, PDR captures the effectivenesiseof
such as FHSS,DSSS, CDMA. jamming attack toward®x. The PDR is defined as

An ideal jamming attack should have high energy|iows (note that ifm= Othen PDR is defined to be
efficiency (i.e., consume low power), low probatyili zero):

of detection (preferably close to 0), achieve Haglrels q  Packets That Pass The CRC

of DoS (i.e., disrupt communications to the desij@d FDRE = —= — - (Z)
) . . m Packets Received

maximum possible) extent) and be resistant to PHY

layer anti-jamming techniques (i.e., do not allegnal  3.2.3. Jamming-to-Signal Ratio
processing techniques to overcome the attack).nOftgraditionally, jamming strength (mostly referring t

the criteria of interest are jamming scenario deigeh  PHY |ayer jamming) is measured by the jamming-to-
In other words, the jamming scenario dictates thstmsjgnal ratio given by the following equatigp.

suitable criteria for use. For example, when malisi

nodes have limited energy resources, energy affigie ] BGjGy RL,B,

will be their prime goal. Of course, in all cases R- PC G RILE™ (3

jammers may attempt to be effective in as manyef t tCuGrRyLiB;

aforementioned criteria as possible. As a simpldhere the subscript j we refer to the jammer, with

example, in order to maintain a low probability of’® receiver and with t to the transmittéx is the
detection, the jammer can adopt techniques that J@'Smission power of node Gxy is the antenna gain
consistent with MAC layer behaviors. More detaits of'0M node xtoy, Rxy is the distance between nodes

jamming techniques will be provided in the follogin @ndy: Lt is the communication link’s signal lods is
sectionsg, the jamming signal loss ark is node’sx bandwidth.

3.2.4. Connectivity index

The presence of jammers in an Adhoc wireless

In order to quantify the extent to which the jammetetwork can hurt connectivity (i.e., disrupt the

satisfies the above criteria, we need to definerio®et existence of routes between all wireless nodesén t

that capture the jammer’'s behavior. For describimgtwork).To capture the effect of jamming on the

these metrics, we will use simple scenarios wite ogonnectivity of a wireless ad hoc network, Noubakt

transmitter Tx) and one receiveRk).Introduce the introduce the connectivity index.

following two, widely used, metrics (PSR and PDR). Let G = (V,E) be the directed connectivity
graph representing the multi-hop ad hoc networéraft

3.2.1. Packet Send Ratio (PSR):Let's assume that #moving the jammed links. LeG= (V,E) be the

MAC layer of Tx has n packets for transmission. Dugansitive closure o6. The connectivity index of is

to jamming interference, only m (B m) of these defined to be:

packets can eventually be transmitted. PSR is then

defined to be:

3.2. Jamming Efficiency Metrics
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Connectivity Index = VI =1 4

2

network flow, and begins to raise alarms and discar
attack packets.

8. If the value of the total variation of any two

distributions is less than the upper bound of the

From the definition of the transitive closure, Brouping threshold GT(0.5921) and the value of the

contains all the pair of nodes of the graph foralhi

similarity coefficient is more than the lower bouofl

there are exists a path that connects them. T&&s (0.8708), then the system detected the Flash

connectivity index is simply the ratio of the numioé
such pairs to the number of all possible pairsaifas

crowds from Normal network flow, and begins to
raise alarms.

in the network. As a result, a connected graphéia®. Otherwise the router forwards the packets to the

connectivity index of 1, while a graph partitionad destination or the downstream routers.
two connected graphs of equal size, has a conitgcti 10. Return to step @,

index 0.5

3.4. Dynamic Detecting & Recovery System 4. RESULTS.
(DDRS) algorithm

This snapshots shows the exact functioning of the

«  Detect the number of packets coming from System at respective time and gives the information

particular source to a particular destination about system

» Keep a track on the number of packets

« If the number of packets given to a particular
destination by a particular source exceed a
particular threshold then discard the packets |
from that particular connection

* Repeat this for all the nodes in the network.

+ Jammers would be avoided because any
connection which is used by a jammer would
pass and waste lot of packets at runtjge.

6 6 wata ten
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3.5. DDoS attacks detection algorithm:

1. Set the sampling frequency &sthe sampling ‘
period asT, and the grouping thresholds as-Gind

GTs.

2. In the router after aggregation of traffic, séing

the network flows come from the upstream routers.

Fig.2. Basic functioning of system at time T1

3. Calculate the numbers of paCket which has variou
recognizable characteristics (such as the source [P ms| e ]
address or the packet's size, etc.) in each samplin \ i « 1 N

time interval.

4. Calculate in parallel the probability distritans of

the sampled network flows.

5. Calculate in parallel the values of the totaiation

and the similarity coefficient among each of the
pair.

6. If the value of the total variation of any two
distributions is more than the lower bound of the
grouping threshold G (1.1045) and the value of the
similarity coefficient is less than the upper bowfd
GTs (0.7220), then the system detected the DDoS
attacks from Flash crowds, and begins to raiseralar
and discard attack packets.

7. If the value of total variation is located ineth
grouping threshold Gf (the lower bound: 0.5921,
and the upper bound: 1.1045) and the value of the
similarity coefficient is located in GJ (the lower
bound: 0.7220, and the upper bound: 0.8708), then t
system detected the DDoS attacks from Normal

Lo Lo L=o [ 8|

Fig.3. Basic functioning of system at time T2
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4.2. Energy Variation

We utilize energy distribution based on
wavelet analysis to detect DDoS attack traffic. fgge
distribution over time would have limited variatidhn
the traffic keeps its behavior over time (i.e. clttéree
situation); while an introduction of attack traffit the
network would elicit significant energy distributio
deviation in short time period. Our experimental
results with typical Internet traffic trace showath
L energy distribution variance changes markedly
Ll b o o oo | causing a "spike" when traffic behaviors affectgd b
m DDoS attack In contrast, normal traffic exhibits a
d 3 remarkably stationary energy distribution. In aibafif
this spike in energy distribution variance can be
captured in early stage of attack, for ahead of
congestion build-up, making it an effective attack

‘ “ | <« 1 | » » | zlmlu"%

Fig.4. Basic functioning of system at time T3
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Fig.5. Basic functioning of system at time T1

. Fig.7. Energy Variation
4.1. Delay Variation
We use amount of delay in packets receving-3- Throughput variation
to detect DDoS attack traffic. Delay over time wbul We use throughput to detect DDoS attack

have limited variation if the traffic keeps its @O yaffic. Throughput would have limited variationtfe
over time (i.e. attack-free situation); while anyafiic keeps its behavior over time (i.e. attackef
introduction of attack traffic in the network would gjtation); while an introduction of attack traffic the

elicit significant delay variation in short imen®.  network would elicit significant throughput varia
Our experimental results with typical Internet i@f i short time period. Our experimental results with

trace show that delay variance changes when traffignical Internet traffic trace show that throughput
behaviors affected by DDoS attack In contrast, @rmygriance changes when traffic behaviors affected by
traffic exhibits a remarkably stationary delay. DDoS attack In contrast, normal traffic exhibits a
remarkably stationary throughput variation.

£ 0 iz s syster
i |
Es:wm = Graph £) 6 tsaters Pices Sytem
I {
Fig.6. Delay variation Fig.8. Throughput Variation
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4.4. Text output applicable in realistic scenarios. Given the alyead
%/videspread deployment of wireless systems, solsition
that require large scale changes(and cannot bédppl
for example through a software patch) are unréalist
BOS is one of the main security threats in therhee
efending against DoS becomes a necessary step that
must be considered by the companies and ISPs. IDS
gre used to detect different types of intruders

including DoS/DDoS attacks. By using hybrid

Here text output gives the detail of functioning o
system that gives information about which nodecaffe
by jammer and which packet will not be sent. lbals
gives information about source address an
destination address details of attack also mertéya.

Under Jammers, Flash DDOS Detected, so the pack

would not be sent S .

] ) probability metrics to detect DDoS attacks and
Source Address:6, Dest Address:8 through experiment and simulation gives that the
Under Jammers, Flash DDOS Detected, so the packef d : v d DDOS K
would not be sent proposed metric can not only detect oS attacks

Source Address:17, Dest Address:8 from the normal flows, but also can recover fronSDo

Under Jammers, Flash DDOS Detected, so the packg{taCk'
would not be sent

Source Address:0, Dest Address:8
Under Jammers, Flash DDOS Detected, so the packétl]
would not be sent

Source Address:3, Dest Address:8

Under Jammers, Flash DDOS Detected, so the packe[tZ]
would not be sent

Source Address:9, Dest Address:9

Under Jammers, Flash DDOS Detected, so the packet
would not be sent [3]
Source Address:12, Dest Address:9
Under Jammers, Flash DDOS Detected, so the packet
would not be sent

Source Address:4, Dest Address:9
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5. CONCLUSION AND FUTURE WORK

Here in DDRS algorithm for improving th effect of
DoS attack in case of jammers. Other prevention
schemes require properties that might not be
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